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approach, the study explores the proliferation of digital technologies and their
implications for security policies and frameworks. The research identifies key trends,

Keywords thematic developments, and emerging research fronts at the intersection of digital
Digital Transformation transformation and national security. It becomes evident that digital technologies such
National Security as artificial intelligence, blockchain, and cybersecurity measures play crucial roles in
Security Strategy enhancing national defence capabilities and addressing contemporary security threats.

These technologies offer unprecedented opportunities for efficiency and effectiveness
in security operations. However, alongside these benefits come new challenges,
prominently cybersecurity risks and the necessity for robust regulatory frameworks.
Integrating advanced technologies into national security strategies demands vigilant
management to mitigate potential vulnerabilities and safeguard sensitive information.
The article concludes by offering strategic recommendations for policymakers to
navigate the complexities of the digital landscape while effectively bolstering national
security. These recommendations emphasise the importance of adaptive policies that
foster innovation while ensuring resilience against evolving threats. Overall, this
research contributes significantly to the expanding literature on digital transformation
by providing insights into its profound implications for national security. It sets the stage
for future studies to delve deeper into specific technological impacts and policy
responses necessary to maintain a secure digital environment.

1. Introduction

The shift towards using digital technology and implementing modern information technology is a
highly relevant issue and a global concern (Fitzgerald et al., 2013). This is not just a trend but a crucial
necessity that affects various sectors (El Kadiri et al., 2016). Digital transformation significantly changes
work processes and operations, enhancing efficiency, productivity, and competitiveness in addressing
contemporary challenges (Kraus et al., 2021; Malikova et al., 2022). Digital technology can automate tasks
that previously required significant time and human effort (Acemoglu & Restrepo, 2019; Wiklund, 2022).
This reduces operational costs and enables more strategic and creative problem-solving (Warner & Wager,
2019). Digital transformation refers to integrating digital technology into all areas of business and
government, fundamentally changing how organisations operate (Karmous-Edwards et al., 2022; Malikova
etal,, 2022). Digital transformation brings significant changes across various sectors, including government,
military, economy, and social life (Bertola & Teunissen, 2018; Brunetti et al., 2020; Cooper, 2019).
Governments that adopt digital technology can improve the efficiency of public services, enhance
transparency, and increase citizen participation in democratic processes(Lee-Geiller & Lee, 2019; Saner et
al,, 2020). For example, e-government allows for the provision of public services online, facilitating citizens'
access, reducing corruption, and enhancing administrative efficiency (Ismail et al., 2020; Rustiarini, 2019;
Valle-Cruz, 2019). Furthermore, digital transformation has also become a driving force in improving
efficiency and effectiveness in various sectors, including national security (Ohkubo, 2019). The application
of digital technology in national security brings significant changes to protect the nation from internal and
external threats and enhance crisis management capabilities (Abd Al Ghaffar, 2024; Montasari, 2022).

Historically, national security strategies primarily focused on conventional threats such as military
aggression and espionage (Cunliffe, 2016; Heath et al., 2017; Syed & Javed, 2017). However, with the advent
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of the digital era, the national security landscape has evolved to encompass cyber threats, digital espionage,
and the use of advanced technology by state and non-state actors (Kello, 2023; Shahzad Akram, 2023). The
digital transformation of national security strategies represents a fundamental shift in how countries
address emerging threats (Cooper, 2019). The integration of digital technology offers significant potential
to enhance capabilities, improve decision-making, and respond to new challenges (Algadhi et al.,, 2023;
Dwivedi etal.,, 2021; Kache & Seuring, 2017). However, it also introduces risks and vulnerabilities that must
be carefully managed (Hanelt et al,, 2021). The increased reliance on digital infrastructure in various
aspects of government and defense has led countries worldwide to invest heavily in digital technology to
modernize their security apparatus (Chehabeddine & Tvaronaviciené, 2020; Mori, 2019; Shackelford &
Craig, 2014). Technologies such as artificial intelligence, blockchain, and advanced cybersecurity measures
have become integral to national security strategies (Al-Suqri & Gillani, 2022; Dimitrov, 2020). However,
the rapid pace of technological advancement necessitates continuous evaluation of how these technologies
are integrated and managed (Patrascu, 2021).

Digital transformation and national security strategy are increasingly inseparable concepts in the
modern era (Baylis & Wirtz, 2015; Mergel et al, 2019). The connection between the two becomes
increasingly significant as technology evolves and cyber threats rise (Adigwe et al., 2024; Daricili & Celik,
2021). Digital transformation opens opportunities to strengthen national security strategies through the
use of advanced technologies such as artificial intelligence (AlI), big data analytics, and the Internet of
Things (IoT) (Tran-Dang & Kim, 2021). Al can detect and respond to cyber threats more effectively, while
big data analytics can assist in collecting and analyzing intelligence to identify threat patterns (Montasari,
2022). 10T can enhance surveillance and control capabilities but also introduces new risks that must be
carefully managed (Mahor et al., 2022). Digital transformation brings many benefits but increases risks,
requiring more sophisticated and integrated security approaches (Chawla & Goyal, 2022; Doukidis et al.,
2020; Zaki, 2019). Countries must be able to navigate this complexity to protect national interests and
maintain security in an increasingly digital world(Fjader, 2014; Strand, 2016). In the geopolitical context,
digital transformation also influences global power dynamics (Barrinha & Renard, 2020; Bounfour, 2016;
Dabrowska et al,, 2022; Gray, 2021). Countries that excel in digital technology have strategic economic and
military advantages(Hanna, 2018; Lewis, 2019). Therefore, investment in digital infrastructure and the
development of technological capabilities have become priorities in the national security strategies of many
countries (Demchak & Dombrowski, 2014; Dunn Cavelty & Wenger, 2020; Omand, 2014). Digital
transformation is not just about technology but also about preparing nations to face challenges and seize
opportunities in the digital era (DeNardis, 2014; Harris, 2014; Mosco, 2017; Owen, 2015).

The digital transformation of national security strategy represents a fundamental shift in how
countries address emerging threats (Carr, 2016; ElMassah & Mohieldin, 2020). Studying digital
transformation and national security is crucial because it helps identify key trends and developments in
this rapidly evolving field (Kraus et al.,, 2021). By understanding the current state of research, policymakers
and practitioners can make informed decisions regarding adopting and integrating digital technology. The
background of this study is rooted in the recognition that digital transformation is not merely a
technological trend but a fundamental shift impacting all aspects of society, including national security. For
national security, this means leveraging technologies such as artificial intelligence (AI), machine learning,
big data analytics, and blockchain to enhance capabilities and respond to emerging threats (Agarwala &
Chaudhary, 2021a; Zeadally et al., 2020). Adopting these technologies requires a comprehensive
understanding of their potential positive and negative impacts on national security (Jagatheesaperumal et
al., 2022; Radanliev, 2024). The motivation for this study stems from the critical need to improve our
understanding of digital transformation in national security.

Previous studies have highlighted the relationship between information and communication
technology (ICT) and national security (Smolarek & Witkowski, 2015; Yeganegi et al., 2020), albeit with
limited focus on the specific impact of digital transformation on national security strategies. Existing
research often adopts qualitative approaches or concentrates solely on particular case studies, resulting in
an incomplete understanding of this phenomenon (El-Kalash et al., 2018; Paschal Uchenna, 2018; Yang et
al,, 2015). This research becomes significant within this context by providing a comprehensive bibliometric
analysis to fill this knowledge gap. Prior studies have underscored the importance of adapting national
security strategies to the developments in ICT (Aisenberg, 2018; Johnson, 2020; Shafqat & Masood, 2016;
Tropina & Callanan, 2015). However, many of these studies still concentrate on specific aspects of
digitisation, such as cyber security, electronic surveillance, or the use of technology in military conflicts. In
contrast, this article delves explicitly into the holistic impacts of digital transformation on national security
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strategies. Comparison with previous research indicates that much of the earlier studies tend to be
descriptive or qualitative in understanding the implications of digital transformation on national security.
One novelty of this research lies in the bibliometric analysis approach employed to explore relevant
literature. Through this technique, the authors can identify major trends, publication patterns, and
collaboration networks among researchers in digital transformation and national security. This research
adopts a bibliometric approach, enabling a more systematic and objective analysis of existing literature.
Thus, this study not only confirms previous findings but also fills gaps in the literature by providing a
deeper and methodological understanding of the relationship between digital transformation and national
security strategy.

Furthermore, several previous studies have discussed digital transformation issues using a
bibliometric analysis approach. In general, Hajishirzi et al. (2022) have conducted research related to the
digital transformation framework using a bibliometric analysis scheme. There is also research conducted
by Shi et al. (2022) which provides an overview of academic research in the field of digital transformation.
Apart from that, there is also research conducted by Judijanto and Solapari (2024), which uses bibliometric
analysis to explore studies in the field of privacy and data security broadly. Prabawa et al. (2024) also
conducted bibliometric research related to public sector development in the era of digitalization. This
research provides an overview of the development of scientific research on the theme of digitalization of
the public sector in the last ten years, from 2014 to 2023. These previous studies of course intersect with
the research we are discussing. However, previous studies did not specifically examine the issue of digital
transformation in national security issues. Not a single study has been found that discusses the issue of
digital transformation in national security aspects. So this further strengthens the novelty of this research.

The objectives and aims of this study are multifaceted. Firstly, the study aims to provide a
comprehensive overview of the current research landscape on digital transformation and national security.
The study uses a bibliometric approach to analyse academic literature to identify key trends, thematic
developments, and emerging research areas. Secondly, the study aims to identify gaps in the existing
literature and propose strategic recommendations for policymakers. The study intends to contribute to the
ongoing discourse on digital transformation and national security by highlighting areas requiring further
research. Thirdly, the study aims to offer actionable insights for policymakers, assisting them in navigating
the complexities of digital transformation and enhancing national security. This study contributes to the
ongoing discussion on how digital technology can be leveraged to strengthen national security. The
significance of this work lies in its potential to inform and shape national security strategies in the
forthcoming digital era. The strengths of this research include providing a detailed analysis of current
trends and challenges, offering actionable insights for policymakers, and laying the groundwork for future
studies in this domain. Ultimately, the study aims to bridge the gap between technological advancements
and national security imperatives, ensuring that digital transformation acts as a catalyst for enhancing
national defense capabilities.

2. Literature Review

Digital transformation refers to integrating digital technologies into all aspects of an organization,
fundamentally altering its operations and delivering value to stakeholders (Fedotova etal., 2019; Johnson,
2020). In the context of national security, this transformation encompasses a range of technologies
and practices, from cyber defence and intelligence gathering to data analysis and surveillance systems
(Akhgar et al,, 2015; Denning, 2014; Gupta & Pathak, 2022). One of the main drivers of digital
transformation in national security is the evolving nature of threats in the digital age (Cunliffe, 2016;
Roy, 2006). Traditional security paradigms are no longer sufficient to address the complex and
dynamic challenges posed by cyberattacks, disinformation campaigns, and other forms of hybrid
warfare (J. Brown, 2018; Tsaruk & Korniiets, 2020; Weissmann et al, 2021). Consequently,
governments and security agencies increasingly use digital technologies to enhance their capabilities
and resilience against emerging threats (Argyroudis et al., 2022; Brass & Sowell, 2021; Linkov et al,,
2018). One area where digital transformation is reshaping national security strategies is in the field
of cyber defence (Galinec et al., 2017; Senol & Karacuha, 2020). With the rise of cyberattacks targeting
critical infrastructure, government networks, and private companies, robust cybersecurity measures
are growing and are needed to protect against potential threats (Lehto, 2022; Rudner, 2013). This has
led to the development of advanced security solutions, such as intrusion detection systems, threat
intelligence platforms, and encryption technologies, to safeguard sensitive information and
infrastructure from malicious actors (Preuveneers et al., 2020; Saxena & Gayathri, 2021).
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Moreover, digital transformation is revolutionizing national security agencies' intelligence
gathering and analysis processes (Kadtke & Wells, 2014; Lowenthal, 2022). By leveraging big data
analytics, machine learning algorithms, and artificial intelligence tools, agencies can sift through vast
amounts of information to identify patterns, detect anomalies, and predict future threats more
accurately and efficiently (Montasari, 2023; Rubin et al, 2014). This enables proactive decision-
making and strategic planning, enhancing the overall effectiveness of national security operations
(Alguliyev et al., 2020; Bondarchuk P, 2021; Lee, 2020). Furthermore, digital transformation facilitates
greater collaboration and information sharing among the various stakeholders involved in national
security efforts (Kouroubali & Katehakis, 2019; Saranov, 2019). Government agencies, law
enforcement bodies, and international partners can exchange intelligence, coordinate responses, and
enhance situational awareness in real time through connected networks and information-sharing
platforms (Jenkins et al., 2014; Pfeifer, 2012). This collaborative approach is crucial for addressing
cross-border threats, such as terrorism, organized crime, and the proliferation of weapons of mass
destruction, which require coordinated and comprehensive responses from the international
community (Casino et al,, 2022; Legrand & Leuprecht, 2021). However, along with the opportunities
presented by digital transformation, some significant challenges and risks need to be addressed
(Anunciagdo et al.,, 2021). One major concern is the growing threat of cyberattacks and information
warfare, which can disrupt critical infrastructure, undermine public trust, and compromise national
security objectives(Favoretto et al, 2022; Kormych et al, 2024). Additionally, the rapid pace of
technological innovation and adoption introduces new vulnerabilities and complexities that can be
exploited by malicious actors, necessitating continuous adaptation and investment in cybersecurity
capabilities (An, 2022; Anunciagdo et al,, 2021; Shah, 2021; Sobb et al,, 2020).

Research on the impact of digital transformation on national security strategies highlights the
crucial role of digital technologies in transforming how governments and security agencies operate to
address modern threats (Bannykh & Kostina, 2021; Jansen et al.,, 2023; Roberts & Schmid, 2022).
These studies emphasize that the evolving threats in the digital age (Nalbantoglu, 2022; Zhang et al,,
2023), such as cyberattacks (Makarychev & Wishnick, 2022; Masyhar & Emovwodo, 2023),
disinformation campaigns (Soesanto, 2023), and hybrid warfare (Upadhyay, 2023), demand a shift
from traditional security paradigms toward more sophisticated and dynamic approaches. The
research also acknowledges the significant challenges and risks accompanying digital transformation
(Douzet & Gery, 2021; Mutanda, 2024; Pylypenko et al, 2022). The evolving cyber threats and
information warfare can disrupt critical infrastructure and erode public trust (Bareis & Katzenbach,
2022; Douzet & Gery, 2021; Hermeto, 2021). Additionally, the rapid pace of technological innovation
introduces new vulnerabilities and complexities that can be exploited by malicious actors, requiring
ongoing adaptation and investment in cybersecurity capabilities (Ifeanyi-Ajufo, 2023). These studies
indicate that while digital transformation offers substantial opportunities to strengthen national
security strategies, a careful and holistic approach is necessary to address emerging challenges and
mitigate associated risks. The research literature taxonomy can be seen in Table 1.

Table 1. Research literature taxonomy.

Title

Insights

Summarized Abstract

Results

The Evolution of
Terrorism in the
Digital Age:
Investigating the
Adaptation of
Terrorist Groups to
Cyber Technologies for
Recruitment,
Propaganda, and
Cyberattacks

The paper examines how
terrorist organizations,
particularly ISIS, adapt to
cyber technologies,
impacting global security
and society, and
recommends
comprehensive measures
to counter these threats.

This study analyzes ISIS's use of
cyberspace for recruitment,
propaganda, and cyberattacks,
highlighting the global reach of
cyberterrorism and calling for
enhanced digital literacy,
international cooperation, and
stringent regulations.

ISIS has expanded its global influence
through digital platforms, with
increasingly sophisticated
cyberattacks causing significant
socio-economic impacts, necessitating
a multifaceted approach, enhanced
digital literacy, international
cooperation, and stringent
regulations on advanced
technologies.

Fortifying the Global
Data Fortress: A
Multidimensional
Examination of Cyber
Security

Indexes and Data
Protection Measures
across 193

Nations

The article explores
global cybersecurity by
analyzing key indexes and
provides insights for
enhancing data
protection and fostering
international
collaboration.

This study examines global
cybersecurity using four
indexes across 193 countries,
uncovering correlations,
regional disparities, and trends
to inform policymakers and
stakeholders on enhancing data
protection and fostering
international cooperation.

The study identifies potential
correlations, regional disparities, and
emerging trends in cybersecurity,
providing insights to enhance data
protection, promote cross-border
collaboration, and build a resilient
global digital ecosystem.
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age and provides
actionable
countermeasures to
enhance cybersecurity for
individuals, businesses,
and governments.

phishing, and examines
advanced tactics used by
cybercriminals. Emphasizing a
multi-layered security
approach and the importance
of collaboration among
individuals, businesses, and
governments, it offers
strategies to mitigate risks and
promote cybersecurity
awareness in the digital age.

Title Insights Summarized Abstract Results
Cyber Security Threats | The article explores the This study analyzes the cyber The study identifies a range of cyber
and Countermeasures evolving cyber threat threat environment, detailing threats and evolving tactics
in the Digital Age landscape in the digital threats like malware and cybercriminals use, highlighting the

increasing risks from advanced
technologies like IoT and Al It
underscores the need for a multi-
layered security strategy and
collaborative efforts to effectively
counter these threats and foster a
culture of cybersecurity awareness.

State Defense:
Challenges Towards
Digitalization

The article discusses
Indonesia's national
resilience, emphasizing
the importance of state
defense and citizen
participation in
maintaining unity and
integrity in the digital
age.

This study explores Indonesia's
national resilience and state
defense, highlighting the
nation's ability to face internal
and external threats to ensure
unity and integrity. It
emphasizes the role of citizens,
inspired by their love for
Indonesia, in defending the
country based on Pancasila and
the 1945 Constitution and
underscores the legal
framework governing state
defense participation.

Indonesia's national resilience is vital
for maintaining unity and integrity,
with state defense relying on citizens'
commitment to serve and sacrifice,
governed by laws, to ensure effective
participation in overcoming digital-
era challenges.

Terrorist crimes in the
era of Digitalization:
forms of activity and
measures for
counteraction

The article examines how
digitalization has
transformed terrorist
activities and proposes
strategies for countering
these crimes effectively.

This study aims to develop
recommendations for
countering terrorist crimes in
the digital space, using various
scientific methods to analyze
how digital technologies have
intensified terrorism and
altered crime mechanisms. It
concludes that an effective
counter-strategy requires a
clear regulatory framework
and highlights the need to
adjust criminalization to
address the use of digital
technologies in terrorism.

The study identifies the increased
intensity of terrorism due to digital
technologies, emphasizing the need
for a strategic and regulatory
framework to counteract terrorist
activities such as propaganda,
recruitment, training, and funding
conducted through digital means.

Digital Transformation
and Its Impact on the
Application of Cyber
Security in the
Ministry Of Interior
and National Security
in Palestine

The article explores how
digital transformation
impacts cybersecurity
practices in the
Palestinian Ministry of
Interior and National
Security, providing
recommendations for
improvement

This study investigates the
correlation between digital
transformation and
cybersecurity effectiveness in
the Palestinian Ministry of
Interior and National Security,
emphasizing the need for
budget allocation, staffing
adequacy, and enhanced threat
detection capabilities.

The study identifies a strong
correlation between digital
transformation dimensions and
cybersecurity application, with
specific factors like organizational
structure and technical infrastructure
significantly influencing
cybersecurity effectiveness.

The Reality of Digital
Transformation in the
Palestinian Ministry of
Interior and National
Security

The article evaluates
digital transformation in
the Palestinian Ministry
of Interior and National
Security, offering
recommendations for
enhancement.

This study assesses digital
transformation in the Ministry
through employee
perspectives, finding significant
presence and approval of
various dimensions.

Findings show high approval for
digital transformation dimensions,
including senior management
support, strategic directions,
technical infrastructure, human
resources, coordination, data privacy,
and organizational structure, with
recommendations emphasizing
budget allocation and innovation in
service provision.
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Transformation Era

transformation and
emphasizes the urgent
need for cybersecurity
technologies to mitigate
these risks.

economic activities but also
increasing security risks. This
paper outlines the need for
enhanced security technologies
across IT, IoT, and OT domains
to address evolving threats and
protect data use in society.

Title Insights Summarized Abstract Results
Cybersecurity The article highlights the In the digital transformation The study emphasizes the importance
Technologies Essential | increasing security risks era, new technologies like IoT of expanding threat monitoring
in the Digital brought by digital and OT are creating advanced targets to include endpoint and

backbone networks, developing
breakthrough countermeasure
functions for IoT and OT, and
leveraging cryptographic techniques
to safely handle privacy and
confidential information in society's
evolving data environment.

The digital
transformation of
intelligence analysis

The article explores how
digital transformation can
effectively enhance
intelligence analysis to
combat organized crime.

This paper examines the
potential of digital
transformation in intelligence
analysis, emphasizing the
importance of data, information
technologies, and human
development in simplifying
complex processes.

The study highlights the impact of
digital phenomena on human activity
and the competitive advantage of
effective digital transformation,
advocating for an activity-based
intelligence model to address
challenges posed by organized crime
efficiently. It serves as a guide for law
enforcement professionals,
emphasizing the significance of
organizational innovation and the
emerging applications-based culture
in simplifying expert-based processes
in intelligence analysis.

Digital transformation
meets national

The article explores how
digital transformation is

In the era of the fourth
industrial revolution, digital

While digital transformation holds
potential for improving quality of life

Transformation, Rising
Nationalism and the
Demise of Global
Governance

policies, undermines
global governance and
poses challenges for law
enforcement in the digital
transformation era.

escalates due to nationalistic
cyber policies, hindering global
governance and trust in public-
private partnerships, and
complicating law enforcement
efforts.

development reshaping socio-economic | transformation emerges as a and fostering development, it
requirements development in Vietnam, key driver of socio-economic currently falls short of meeting
highlighting challenges progress in Vietnam, prompting | Vietnam's socio-economic needs,
and opportunities. the need for refined policies to necessitating enhanced policies and
meet national development strategies for rapid advancement.
requirements.
Cybercrime in the Age Rising cybercrime, driven | In the Fourth Industrial Cybercrime's surge, fueled by
of Digital by nationalistic cyber Revolution, cybercrime nationalistic cyber policies, disrupts

global governance, erodes trust in
partnerships, and burdens law
enforcement with insufficient legal
frameworks.

How the Digital
Transformation
Changed Geopolitics

The article explores how
digital transformation has
reshaped geopolitics,
leading to significant
disruptions and
challenges.

Technological advancements in
the late 2000s transformed
data into a valuable asset,
altering economic dynamics
and incentivizing strategic
policies. These changes
reconfigured geopolitical
rivalries, creating
vulnerabilities to information
warfare and fueling social and
political conflicts.

Digital transformation has shifted
great power rivalry, created
vulnerabilities to information
warfare, and fueled social and
political conflicts, despite US
leadership in technological
innovation, highlighting the need to
adapt to evolving technological and
economic conditions.

Digital Transformation
Security Challenges

The article stresses the
importance of integrating
security into digital
transformation strategies
to mitigate data breaches
and security risks.

Developing a digital strategy
without security considerations
poses serious risks of data
breaches in the digital age.
Despite countermeasures,
security remains a major
concern in digital
transformation, leading to
various security issues across
organizations. This study aims
to identify barriers to digital
innovation by analyzing
common elements impacting
security through literature
review and case study.

The study highlights barriers to
digital innovation, underscoring the
need to address security concerns in
digital transformation strategies for
successful implementation and risk
mitigation.
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3. Method

This study employs a bibliometric analysis approach to explore the impact of digital transformation
on national security strategy. Bibliometric analysis is a method used to assess and analyze scientific
literature through the statistical measurement of articles, citations, and other publication data. This
approach enables researchers to identify research trends, collaboration patterns, and academic influence
in a particular field. The data used in this study were obtained from major scientific databases such as
Dimensions Al, Scopus, and Google Scholar. The keywords used in the search included “digital
transformation,” “national security,” “digital strategy,” and “security policy.” This search covered the period
from 2020 to 2024 to ensure comprehensive coverage of relevant literature. This study applies strict
inclusion and exclusion criteria to ensure that only relevant and high-quality literature is analyzed. The
inclusion criteria include articles published in peer-reviewed journals, written in English, and directly
related to the topic of digital transformation and national security. The exclusion criteria include articles
thatare not available in full text, not relevant to the main topic, or published in languages other than English.
The study selection process follows the PRISMA (Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) flow diagram, which consists of four stages: identification, screening, eligibility, and
inclusion. The PRISMA diagram used in this study is as follows (Figure 1):

[ Identification of studies via databases and registers ]
= Records removed before screening:
'% Search Terms “Digital Duplicate records removed (n=0)
a Transformation™ AND Records marked as ineligible by
E “Nafional Security” > automation tools (n = 0)
§ Records removed for other reasons (n= 0}
Y Records screened Records excluded**
(n = 11,800} (n=10}
Reports sought for retrieval .| Reports not retrieved
® (n = 11,800} Tl n=0)
=
=
@
: !
o
w
Reports assessed for eligibility -
{n = 11,800) >
Reports excluded:
Reason 1 Years (n = 1,946)
Reason 2 Subject area (n = 11,126)
Reason 3 Document type (n = 11,577)
_ Reason 4 Open Access (n = 11,652)
= Studies included in review
2 (n=148)
2 Reports of included studies
= (n=148)

Figure 1. Prisma flow diagram - author.

Identification: At this stage, a total of 11,800 articles were identified through database searches.
Screening:

R1: Of the 11,800 articles, 1,946 were filtered based on the publication year of the last five years.

R2: Of the 11,800 articles, 11,126 were filtered based on the subject area, specifically Social Science.

R3: Of the 11,800 articles, 11,577 were filtered based on the document type, specifically articles.

R4: Of the 11,800 articles, 11,652 were filtered based on Open Access availability.

Included: A total of 148 articles were assessed for eligibility by examining the full text to ensure they met
the inclusion criteria. Finally, 148 articles were selected for further analysis. The 148 articles were the result
of filtering using the Prisma model. The articles that were filtered using indicators R1, R2, R3, and R4 were
finally re-evaluated to check their suitability and relevance regarding the research theme raised. This was
done to obtain high quality articles which will later be analyzed further in this research.
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Following the included stage, bibliometric analysis was conducted using software such as VOSviewer.
This analysis included the evaluation of publication frequency, author collaboration networks, keyword
mapping, and citation analysis. Additionally, content analysis was performed to identify major themes and
research trends within the selected literature. Cross-checking among researchers was performed during
the study selection and data analysis stages to ensure the validity and reliability of the research findings.
Moreover, data triangulation methods were used to compare results from multiple databases and analysis
software to reduce bias and enhance the accuracy of the findings. By employing this approach, the study
aims to provide a deep understanding of how digital transformation affects national security strategy and
identify critical areas requiring further attention from researchers and policymakers.

4. Result and Discussion
4.1. Research Trend: Digital Transformation and National Security Strategy
4.1.1. Trend Publication by Year

Figure 2 depicts the trend in the number of research publications over the past five years, from 2020
to 2024, that examine the topic of “Digital Transformation” and its relation to “National Security.” The data
illustrates how academic attention to this issue has evolved and shifted throughout this period. In 2020,
the recorded number of publications was approximately 10. This reflects the initial recognition of the
importance of digital transformation in the context of national security. The year 2020 can be seen as a
starting point where researchers began to seriously explore the relationship between digital
transformation and national security, with a relatively low but significant number of publications laying
the foundation. Entering 2021, there was a considerable increase in the number of publications, reaching
around 30. This rise indicates heightened awareness and interest among academics and researchers in this
topic. The accelerated pace of digital transformation across various sectors, especially due to the impact of
the COVID-19 pandemic (Brummer & Ueno, 2024; Hai et al., 2021), further spurred research into how
digitalization affects aspects of national security. During this year, issues such as cybersecurity, data
protection and critical infrastructure received more attention due to the increasing reliance on digital
technologies (Hurel, 2022; Kuzior et al., 2022; Mishra & Gochhait, 2024; Méller, 2023a, 2023b; Mongeau &
Hajdasinski, 2021).

Publications in each year. (Criteria: see below)
50

45 T )
40
35
30
25
20

15

2020 2021 2022 2023 2024

-s- Publications (total)

Figure 2. Publication of documents by year - dimension Al

The positive trend continued in 2022, with the number of publications rising to around 45. This
consistent increase signifies the peak of academic interest in this topic within the studied period. This year
can be considered a period where the topic of digital transformation and national security became more
mature in academic literature. Many studies began to focus more on specific aspects such as the use of
artificial intelligence in national security, the impact of blockchain technology, and the development of
policies and regulations related to new technologies (Ahad et al,, 2023; Alareeni & Elgedawy, 2023; Banafa,
2020; Bharat Vagadia, 2017; Méller, 2023a). The rising number of publications also indicates that more
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researchers are engaging in exploring various dimensions of digital transformation in the context of
national security. In 2023, the number of publications slightly decreased but remained around 45,
indicating stabilization in the amount of research being conducted. Despite the slight decline, this stability
signifies that interest in this topic remains high and continues to be a significant area for research. Many
researchers in this year observed a consolidation of previous findings and began exploring the practical
implications of various technological innovations in the field of national security (Moussa & Tarek, 2023;
Oling et al., 2022; Patrascu, 2021; Rubin et al,, 2014; Yao & Fu, 2023). The stability in the number of
publications may also suggest that researchers are delving deeper, not merely increasing the number of
studies but also enhancing the quality and depth of their analyses.

However, in 2024, the data shows a sharp decline in the number of publications, returning to around
10. This significant decrease reflects several factors. One factor is that the data for 2024 might not be fully
compiled as it was collected at the beginning of the year. Academic publications often require time from
the research stage to publication, so there may be several publications not yet recorded. Another
contributing factor is a shift in research focus or changes in funding and policy priorities affecting the
number of studies conducted. This decline may also indicate that researchers are beginning to shift to other
topics or more specific sub-topics within the domain of digital transformation and national security.
Meanwhile, it is possible that this topic has been sufficiently explored in recent years, resulting in a
decrease in new publications as existing research has addressed many initial questions. Nevertheless, it is
essential to consider that this trend could change again with technological advancements and shifts in the
geopolitical and global security context.

4.1.2. Trend Publication by Subject Area

Figure 3 shows the distribution of research documents by subject area focused on the topic of digital
transformation and its relation to national security issues. This chart provides insight into how academic
attention to this topic is spread across various disciplines. The most notable feature in this chart is the
dominance of “Social Sciences,” which accounts for 35.4% of the total documents. This dominance indicates
that digital transformation and national security are highly relevant in the context of social and policy
studies. Social sciences encompass various fields such as sociology, political science, anthropology, and
media studies, all of which play a crucial role in understanding the social impacts of digitalization. Research
in social sciences explores how digital transformation affects power relations, social behaviour, security
policies, and social dynamics (Dear, 2022; Ilyina, 2022; Kormych et al., 2024). This also reflects how
national security and digitalization issues have become significant topics in public policy and
administration studies, considering the broad impact of digital technology on society (Matos et al., 2020;
Milakovich, 2021; Rackwitz et al., 2021). Next, “Computer Science” ranks second with 16.4% of the total
documents. The prominence of computer science in this research indicates the importance of technical
aspects in understanding digital transformation and national security issues. Research in this field includes
cybersecurity, algorithm and encryption development, big data analysis, and artificial intelligence (Khan et
al,, 2020; Radanliev, 2024). Computer science plays a vital role in developing technologies that can enhance
national security through innovative digital solutions and in identifying and addressing increasingly
complex cyber threats.
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“Environmental Science” also holds a significant portion with 12.9%. This indicates considerable
attention to how digital transformation can impact and be impacted by environmental issues. For instance,
digital technologies can be used for environmental monitoring, disaster mitigation, and efficient resource
management (Ren et al., 2023; Sun, 2024; Yao & Fu, 2023; Yu et al,, 2023). Additionally, there is concern
about the environmental impact of digital technology use, such as the carbon footprint of data centers and
electronic devices (Wei & Wang, 2021; Xin et al., 2022; Xu et al,, 2023). The relationship between national
security and the environment is becoming increasingly important, given that climate change and natural
disasters can affect national and international stability. The “Energy” field accounts for 11.6% of the
documents, reflecting how digital transformation affects the energy sector and its relation to national
security (Chygryn et al, 2022; Rajavuori & Huhta, 2020). Research in this field includes using digital
technology to improve energy efficiency, manage smart grids, and protect critical energy infrastructure
from cyber threats(Kapitonov et al., 2020; Thanh et al., 2023). Digital transformation in the energy sector
also involves the use of big data and analytics to predict and manage energy needs and reduce reliance on
unstable energy sources (Akberdina & Osmonova, 2021; Chwitkowska-Kubala et al.,, 2023; Maroufkhani et
al., 2022; Nazari & Musilek, 2023). “Business and Management” occupies 7.3% of the total documents,
highlighting the relevance of this topic in the economic and corporate strategy context. Research in this
area focuses on how companies can adopt digital technologies to enhance security and operational
efficiency and how digital risk management can be applied in the context of national security (Chygryn et
al,, 2022; Mishra & Gochhait, 2024; Shakarishvili & Thbilisi, 2024). This also includes studies on the role of
technology companies in providing digital security solutions and how they collaborate with governments
in facing cyber threats (Bogoyavlenska et al., 2023; Poliakova et al.,, 2024; Popkova, 2022; Stefan, 2022).
The “Engineering” discipline contributes 4.1% of the total documents. This reflects the focus on engineering
and technological aspects that support digital transformation and national security. Engineering research
includes developing security hardware and software, information technology infrastructure, and advanced
surveillance and control systems (Grisales Renddn, 2022; Su & Flew, 2020). Engineering aspects are crucial
in building and maintaining secure and reliable technological infrastructure (Mamediieva & Moynihan,
2023; Mishra & Gochhait, 2024; Tuskov et al., 2023). “Economics,” with 4.0% of the total documents, shows
how digital transformation and national security influence and are influenced by economic dynamics.
Economic research involves cost-benefit analysis of security technology implementation, cyberattacks'
economic impact, and economic policy's role in supporting safe digital transformation (Kravchenko, 2024;
Paunov & Guellec, 2024; Singh & Singh, 2022; Zhong et al., 2022).

“Decision Sciences” and “Arts and Humanities” each contribute 2.9% and 1.9% of the documents,
respectively. Decision sciences include data-driven analysis and decision-making for security strategies,
while arts and humanities cover cultural and ethical studies of digitalization and security (Abbu et al., 2024;
Mao & Shi-Kupfer, 2021; Weber-Lewerenz, 2022). Both fields demonstrate a multidisciplinary approach to
understanding the complexity of digital transformation. “Psychology,” with 1.3% of the total documents,
shows how human factors and behaviour influence and are influenced by digital transformation in the
context of national security. Psychological research includes studies on risk perception, compliance with
security protocols, and the psychological impact of cyber threats (Adisa & Mordi, 2022; Akande, 2023;
Nguyen et al,, 2020; Tomczyk et al.,, 2023). Finally, the “Other” category contributes 2.2% of the total
documents, encompassing various other fields that contribute to a holistic understanding of digital
transformation and national security. This reflects the broad scope of this topic and the importance of an
interdisciplinary research approach. The distribution of documents by subject area shows that the topic of
digital transformation and national security encompasses various disciplines, with the main dominance in
social sciences and computer science. This reflects the complexity and multidimensionality of this topic, as
well as the importance of cross-disciplinary collaboration in developing a comprehensive understanding
and effective solutions to the challenges faced. Digital transformation brings significant changes that affect
almost all aspects of life, and national security is one of the most critical areas in this context. Research
spanning various fields of science shows the vastness and depth of this issue and the need for a holistic and
integrated approach to addressing the challenges and leveraging the opportunities presented by the digital
age.

4.1.3. Trend Publication by Subject Area

Figure 4 illustrates the distribution of research documents by country or territory focused on the topic
of digital transformation and its relationship to national security issues. The data in the chart reveals which
countries are leading in academic output on this subject, offering insights into regional focuses and
contributions to the field. China stands out prominently with the highest number of research documents,
significantly surpassing other countries. This dominance highlights China's extensive investment and
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interest in the intersection of digital transformation and national security. China's rapid technological
advancements and strategic initiatives, such as its emphasis on cybersecurity and the development of
digital infrastructure, underscore its focus on harnessing digital transformation to bolster national security.
The substantial volume of research from China reflects its prioritization of understanding and addressing
the implications of digital technologies for national security. China's dominance of publication trends by
region is proof of the Chinese government's seriousness in responding to national security threats in the
digital era(Lindsay, 2014; Lindsay et al., 2015; Qiang, 2019). The seriousness of the Chinese government
can be seen from the government's strong and coordinated policies in supporting the digital transformation
process as part of the national development strategy (He et al.,, 2020; Y. Liu et al., 2018; Peng, 2022).
Initiatives such as Made in China 2025 and the Smart City program demonstrate China's commitment to
becoming a global leader in digital technology and innovation (Agarwala & Chaudhary, 2021b; Parasol,
2018; Riva Sanseverino et al.,, 2018; Wiibbeke et al., 2016; Zenglein & Holzmann, 2019). Additionally,
national security is a top priority for China, with a focus on cyber security and the development of advanced
military technology(Allen, 2019; Caplan, 2013; Sayler, 2020). The articles analyzed in this context explain
several research focuses covering various aspects ranging from public policy, and information technology,
to social studies regarding the impact of digitalization.

Following China, the United Kingdom is the second-highest contributor in terms of research
documents. The UK's strong academic tradition and its active involvement in global cybersecurity
discussions contribute to its substantial research output. The UK’s focus on digital transformation and
national security encompasses various aspects, including policy development, technological innovations,
and international collaborations. The presence of leading research institutions and think tanks further
supports the country's significant contribution to this field. The UK has a highly developed technology
sector and is the center of digital innovation in Europe(Bilozubenko et al., 2022; Dommett, 2020; Humm et
al,, 2021). UK government policies that support digitalization, such as the UK Digital Strategy, demonstrate
the country's commitment to digital transformation (Margetts & Dunleavy, 2013; Philip et al,, 2017). In
addition, the UK also has a strong focus on national and cyber security, considering cyber threats are
increasingly increasing and complex (Carr, 2016; Guitton, 2013; Stoddart, 2016; Tatar et al,, 2014). UK
studies cover technical and policy aspects, as well as the social impacts of digitalization. The varied focus
of these articles is because the UK needs to maintain a competitive advantage in technology and security to
protect critical infrastructure and ensure national stability.
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Figure 4. Publication of documents by country or territory - Scopus.

Spain ranks third, indicating a robust engagement with digital transformation and national security
research. Spain's involvement in European Union initiatives and its focus on enhancing digital resilience
and cybersecurity are reflected in its academic contributions. The country's emphasis on integrating digital
technologies into various sectors, along with its commitment to addressing security challenges, drives its
active research efforts. One of the factors why Spain ranks third is the increase in the amount of government
and private investment in the digital technology and cyber security sectors(Kemp et al., 2020; Sabillon et
al,, 2016; Shafqat & Masood, 2016). In general, stakeholders in Spain view digitalization as key to improving
government efficiency and security, as well as a tool to combat cyber threats and maintain social stability
(Luiijf et al., 2013; Solar, 2020). Initiatives such as the Plan Nacional de Territorios Inteligentes
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demonstrate Spain's commitment to adopting digital technologies in various sectors, including national
security. Research in Spain spans a wide range of disciplines, from computer science to social studies,
reflecting a multidisciplinary approach to digital transformation and national security.

Germany follows closely behind Spain, showcasing its commitment to advancing research in digital
transformation and national security. As a leading technological and industrial nation, Germany places a
strong emphasis on developing secure digital infrastructures and innovative technologies. German
research institutions and universities play a pivotal role in exploring the implications of digital
transformation on national security, contributing valuable insights and solutions. The Russian Federation
also makes a significant contribution to this research area, reflecting its strategic interest in cybersecurity
and digital transformation. Russia's focus on protecting its digital assets and infrastructure is evident in its
academic output. The country's investment in understanding the impact of digital technologies on national
security is driven by its geopolitical considerations and the need to safeguard its technological
advancements.

[taly's position in the middle of the chart demonstrates its active engagement in this research domain.
Italy's academic contributions reflect its efforts to address the challenges and opportunities presented by
digital transformation. The country's focus on developing secure digital ecosystems and enhancing
cybersecurity capabilities is evident in its research output. Indonesia, Brazil, and the United States each
contribute a comparable number of research documents, highlighting their respective interests in digital
transformation and national security. Indonesia's academic contributions are driven by its rapidly growing
digital economy and the need to ensure cybersecurity. Indonesia occupies a significant position in the
number of research documents, which reflects its commitment to digital transformation. The Indonesian
government has launched various initiatives to encourage the adoption of digital technology and improve
cyber security, such as the National Movement of 1000 Digital Startups and the Indonesia 4.0 program
(Enggarratri, 2021; Fatimah et al,, 2020; Hidayatno et al,, 2019; Maryanti et al., 2020). Research in
Indonesia spans a wide range of disciplines, from computer science to social studies, reflecting a
multidisciplinary approach to digital transformation and national security. The diverse research focuses in
Indonesia are driven by the view that digitalization is the key to economic growth and increasing
government efficiency, as well as a tool to combat cyber threats and maintain social stability.

Brazil's research reflects its focus on integrating digital technologies into various sectors while
addressing security concerns. The United States, despite its technological leadership, shows a moderate
level of research output in this specific dataset, which may be due to the diverse range of topics covered by
its extensive research community. South Korea rounds out the list, showcasing its strong emphasis on
digital transformation and national security. South Korea's advanced technological infrastructure and its
proactive approach to cybersecurity contribute to its significant academic output. The country's focus on
leveraging digital technologies to enhance national security is reflected in its research contributions. The
distribution of research documents by country or territory reveals the global interest and varied regional
focuses on digital transformation and national security. This diverse academic engagement underscores
the need for international collaboration and knowledge sharing to effectively navigate the challenges and
opportunities presented by the digital age.

4.2. Network Analysis Related to Digital Transformation on National Security
Strategy

4.2.1. Network Visualization

Figure 5 is a network visualization generated by VOSviewer software. This visualization depicts the
interconnections and relationships between various concepts related to digital transformation and
national security issues. The network offers insights into how these topics are interrelated and organized
based on their frequency of occurrence in academic literature. In this visualization, several main theme
clusters can be identified based on different colors. Each cluster represents closely related research areas,
identified by VOSviewer through co-word analysis. These theme clusters reflect the primary focuses of the
existing literature and how these topics interact within the context of digital transformation and national
security. The green theme cluster, which includes terms such as “national security,” “society,” “war,” and
“crisis,” indicates a strong focus on the social and security aspects of digital transformation. The term
“national security” is at the center of this cluster, suggesting that much research is concentrated on the
impact of digital transformation on national security. Topics such as “society” and “war” imply that digital
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transformation affects physical security, social structures, and conflicts. The connection with “crisis”
highlights how digital technology can exacerbate or manage emergencies and crises.
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Figure 5. Network visualization of research - Vosviewer.
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The red theme cluster encompasses terms such as “United States,” “China,” “strategy,” “governance,”
and “artificial intelligence.” This cluster shows a geographical and strategic focus in the literature. Countries
like the United States and China emerge as key players in digital transformation and national security
discussions. The emphasis on “strategy” and “governance” indicates how these countries develop policies
and strategies to manage digital transformation. The term “artificial intelligence” signifies that this
technology is critical to digital strategies and national security policies. Furthermore, the red cluster
highlights the importance of effective governance and technological development, especially in the context
of relations between the United States and China. The competition between these two countries covers
various aspects, from economic to military, and from politics to technology (Gilli & Gilli, 2018; Gulley et al,,
2018; Zhao, 2019). The competition between the United States and China is one of the most significant
global dynamics (Brooks & Wohlforth, 2015; Yeung, 2013). The two compete for dominance in a variety of
fields, including technology, economics, and military (Kahler, 2013). This influences their domestic and
international policies, as well as relations with other countries. Good governance is key to facing global
challenges, including the economic crisis, climate change and technological developments (I. Brown &
Marsden, 2023; Geels, 2013). Effective governance allows countries to better manage their resources,
respond quickly to crises, and exploit technological opportunities for development. Al is one of the most
influential technologies today (Dwivedi et al., 2021; Makridakis, 2017). The development and application
of Al has far-reaching implications, from economics to security (Kuziemski & Misuraca, 2020; Manheim &
Kaplan, 2019; Taeihagh, 2021). Al can be used to improve governance efficiency and effectiveness, but it
also raises new challenges, such as data privacy, cyber security and social inequality (Makhlooga &
Mubarakb, 2024; Saura et al,, 2022).

» o« » o«

The blue theme cluster includes terms such as “implementation,” “development,” “system,” “public
administration,” and “civil service.” This cluster focuses on the technical and administrative aspects of
digital transformation. “Implementation” and “development” denote developing and deploying digital
technologies within the context of national security. “System” and “public administration” indicate a focus
on technological infrastructure and public administration management necessary to support digital
transformation. “Civil service” shows how civil servants and government structures adapt to technological
changes. The blue cluster focuses on aspects of public administration and systems that support policy
development and implementation. This shows the importance of effective structures and processes in
supporting government functions and public services. Public administration is the backbone of effective
government (Bryson & George, 2020; Mayntz, 2017). It covers a wide range of functions, from human
resources management to public financial management (Liu & Yuan, 2015; Osei-Kojo, 2017). Efficiency and
transparency in public administration are essential to building public trust and ensuring quality services
(Hartanto et al,, 2021; Kettl, 2015). Good systems are the foundation for effective public administration
(Asmorowati et al., 2019; Keping, 2018). This includes the physical infrastructure, information technology,
and operational procedures that enable the government to run smoothly and be responsive to the needs of
the community. Policy development and implementation are interrelated processes. Policy development
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requires in-depth analysis and strategic planning, while implementation requires effective coordination
and ongoing monitoring to ensure desired results are achieved (Retnandari, 2022).

The relationships among these theme clusters demonstrate that digital transformation and national
security require a multidisciplinary approach. For instance, the green cluster, focusing on national security
and social impacts, connects with the red cluster, which focuses on strategy and policy through terms like
“crisis” and “strategy.” This indicates that crisis situations and the need for appropriate strategies are
bridges between digital transformation's social and policy aspects. The red cluster also connects with the
blue cluster through terms like “development” and “implementation.” This shows that the strategies and
policies developed by major countries such as the United States and China must be implemented and
developed within technological and public administrative systems. This reflects the need to integrate
strategic policies with technical and administrative implementation to achieve effective national security
in the digital era. Additionally, the term “artificial intelligence” in the red cluster indicates that this
technology is a key component linking strategic policies with technical implementation. The use of artificial
intelligence in digital strategies and national security reflects a growing trend in both literature and
practice. Artificial intelligence is used not only for data analysis and decision-making but also to enhance
cybersecurity capabilities and respond to digital threats in real-time. On the other hand, the relationship
between the terms “national security” and “society” in the green cluster shows that national security cannot
be separated from its impact on society. Digital transformation changes how society interacts, works, and
lives, significantly impacting national security. Research in this cluster focuses on how national security
policies must consider social impacts and how society can contribute to national security through the use
of digital technology.

This network visualization also reveals the importance of international collaboration in managing
digital transformation and national security. The relationships between countries such as the United States,
China, and Russia show that these issues are not confined to a single country but require a global approach.
These countries have different policies and strategies, but the challenges faced in the digital era are
universal and require international cooperation to address threats and leverage opportunities. This
network visualization provides a comprehensive overview of how various topics and concepts in the
literature on digital transformation and national security are interrelated. It shows that research in this
field is highly multidisciplinary, encompassing social, technical, strategic, and administrative aspects. By
understanding these relationships, researchers and policymakers can develop more holistic and effective
approaches to managing digital transformation and ensuring national security in the continually evolving
digital era.

4.2.2. Co-authorship Analysis Visualization

Figure 6 presents a co-authorship analysis generated using VOSviewer software, illustrating
collaborative relationships among various authors in the context of research on digital transformation and
national security issues. Each node in the visualization represents an author, while the lines connecting the
nodes indicate publication collaborations. This visualization reveals clusters of authors who frequently
collaborate on this topic. Different colors in each cluster denote groups of authors who are closely
connected, reflecting the collaborative networks within this academic community. The size of each author's
circle also signifies the number of publications or contributions they have made in this field, with larger
circles indicating more significant contributions.
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Figure 6. Network co-authorship analysis - Vosviewer.

One prominent author in this visualization is Dennis Broeders, who has a notably large circle,
indicating his status as a major contributor to digital transformation and national security research.
Broeders' connections with other authors in this visualization suggest that he has an extensive
collaborative network, working with various researchers to advance studies in this field. Other authors
who also appear to have significant contributions include Sean Martin, Ifeanyi-Ajufor Nnenna, and De Souza
Siddharth Peter. These authors are part of the same cluster, demonstrating their frequent collaboration in
related research. The collaboration among these authors indicates that research on digital transformation
and national security involves diverse perspectives and expertise, enabling a richer exchange of ideas and
innovations. Additionally, some authors appear to work in smaller groups or even independently, such as
Ladi Stella and Jia Kai. This indicates various approaches to research on this topic, where some authors
might focus more on independent research or collaboration within limited groups. This diversity in
research approaches highlights the multifaceted nature of digital transformation and national security
studies.

The visualization also illustrates international connections in research on digital transformation and
national security. The names of authors from various backgrounds and countries reflect that this issue is of
global concern, requiring cross-national and cross-cultural collaboration. For instance, authors like
Bannykh Galina Alekseevna and Chudinova Ksenia O indicate participation from Russian researchers, while
Can Muhammed's background suggests contributions from the Middle East or Asia. The geographical and
institutional diversity among the authors is noteworthy. The names of authors from different backgrounds
and countries indicate that research on digital transformation and national security is a global issue
necessitating international cooperation. This is crucial for understanding that security issues in the digital
age are not confined to one country or region but require global collaboration to find effective solutions.

Understanding co-authorship analysis is vital for comprehending how research in this field evolves
and identifying key contributors. By recognizing these collaborative networks, we can pinpoint leading
research centers and understand the relationships between various researchers and institutions that
contribute to the knowledge of digital transformation and national security. This visualization clearly
depicts the collaborative networks in research on digital transformation and national security issues. It
shows that research in this field is not conducted in isolation but through intensive collaboration among
authors from diverse backgrounds and countries. These collaborative networks facilitate a more effective
exchange of knowledge and ideas, ultimately accelerating research progress and solutions to the challenges
of digital transformation and national security. Analyzing co-authorship is crucial for understanding the
dynamics within the academic community and identifying key research centers and contributors to
developing knowledge on digital transformation and national security.

4.3. Future Direction and Implication

The discussion on the future direction and implications in the context of the bibliometric analysis
results on the theme of Digital Transformation on National Security Strategy reveals several critical
areas that require further attention. The findings, which include research trends and network analysis
results from VOSviewer, provide a comprehensive view of the evolution of relevant themes in this
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field and how they interrelate. These findings highlight various interconnected and evolving themes,
indicating how this field will continue to develop and its implications for future policy and practice.
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Figure 7. The schematic of future directions and implications - authors.

4.3.1. Future Research Directions

4.3.1.1. Policy and Technological Implementation

Future research should focus on how strategic policies can be integrated with the implementation
of digital technologies to enhance national security. The visualization shows the importance of the
relationship between policy, strategy, and implemented systems. Research should investigate how
policies can support the development of technologies such as artificial intelligence (AI) and how these
technologies can be implemented securely and effectively within the national security context.

4.3.1.2. Social and Ethical Impact

Digital transformation impacts not only technology but also social structures and ethics. The
connection between “society” and “national security” indicates the need for further research on the
social impact of digital technology adoption. This research should include analyses of how digital
technologies can be implemented fairly and ethically, ensuring that this transformation benefits all
societal layers equitably and does not exacerbate social inequalities.

4.3.1.3. International Collaboration and Digital Diplomacy

The inter-country relationships in the visualization indicate that international collaboration is
crucial in addressing increasingly complex national security challenges. Future research should
explore ways to enhance international cooperation in cybersecurity, including information sharing,
developing global standards, and conducting joint training. Digital diplomacy is also an important area
where countries can collaborate to build a stronger global framework for digital security.

4.3.1.4. Crisis Response and Resilience

The emergence of the “crisis” theme suggests that responding to emergencies is becoming
increasingly important in the digital age. Future research needs to focus on how digital technologies
can be used to respond to crises more efficiently, whether they are health crises, natural disasters, or
security threats. Developing rapid response systems using advanced technologies such as Al and data
analytics will be crucial to ensuring national resilience and sustainability.

4.3.2. Implications for Policy and Practice
4.3.2.1. Enhanced Cybersecurity

With increasing reliance on digital technologies, cybersecurity must be a top priority in national
security strategies. Policymakers need to develop regulations and policies that support robust
cybersecurity measures, including data protection and privacy, and enhance the capacity to detect and
respond to cyber threats. This also includes investing in education and training to equip the workforce
with the necessary sKills to handle cybersecurity threats.

4.3.2.2. Development of Robust Technological Infrastructure
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The implementation of digital technologies in the public sector and administration requires
resilient technological infrastructure. Policies should focus on developing and maintaining
technological infrastructure that can support widespread digital technology adoption. This includes
reliable internet networks, secure cloud systems, and accessible digital platforms for all societal layers.

4.3.2.3. Adaptive and Flexible Policies

Digital transformation moves quickly, and rigid policies may not keep up with the pace of
technological change. Policymakers should develop frameworks that are adaptive and flexible,
capable of quickly adjusting to new developments in digital technology. This includes a principle- and
outcome-based regulatory approach rather than strict rules.

4.3.2.4. Human Rights Protection

The implementation of digital technologies must consider human rights protection, including
privacy, freedom of expression, and access to information. Policies should ensure that digital
technologies are used ethically and responsibly and that mechanisms are in place to address human
rights violations that may arise from using these technologies.

4.3.2.5. Development of Digital Skills

Digital transformation requires a workforce skilled in digital technologies. Educational and
training programs should be tailored to ensure that individuals have the skills to participate in the
digital economy. This includes data analytics, software development, cybersecurity, and technology
management training.

Theoretically, this research makes a significant contribution to the literature on digital
transformation and national security strategy by identifying key trends, thematic developments, and
new research areas. The use of bibliometric analysis in this research expands understanding of how
digital technologies, such as artificial intelligence, blockchain, and cybersecurity measures, influence
national defence strategies. Through this study, a new theoretical framework was developed that
integrates digital technologies in national security strategy. This framework includes a
multidimensional approach to national security that involves advanced technologies to enhance
capabilities, decision-making, and response to new threats. From a practical perspective, this research
also offers strategic recommendations for policymakers in managing the complexity of the digital
landscape while effectively strengthening national security. This includes the importance of adaptive
policies that encourage innovation while ensuring resilience to evolving threats. Thus, this research
not only contributes to the growing literature on digital transformation but also provides practical
insights that can assist policymakers in devising more effective and adaptive national security
strategies in this digital era. However, methodologically this research has limitations. Bibliometric
methods tend to provide a general overview of literature trends and patterns. This method does not
analyze the content or research results in depth, so it can ignore the specific context or substance in
the studies or articles being analyzed. Furthermore, there are also limitations in predictions or
projections. This research is not fully able to predict or project future trends regarding the
relationship between digital transformation and national security strategy. This is due to the rapid
evolution of technology and national security threats that continue to grow. Even though this research
has several limitations, this research can become a catalyst for studies regarding digital
transformation and national security. This research is quite capable of bridging national security
issues in an era of massive adaptation to digital technology.

5. Conclusion

The bibliometric analysis provides deep insights into the evolution of themes related to digital
transformation and national security strategy and how research in this field is distributed across various
disciplines and countries. The study identifies the dominance of certain themes such as national security,
digital transformation, strategy, and public policy implementation, all of which strongly focus on how
digitalization impacts critical aspects of national security. The prominence of these themes reflects the
academic community's significant attention to the complexity and importance of this topic in an
increasingly digitally connected global context. Furthermore, the analysis reveals that social sciences and
computer science fields play major roles in this research, indicating the multidisciplinary approach
required to understand and address the challenges faced. Social sciences contribute to understanding
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digital transformation's social and policy impacts, while computer science focuses on the technical aspects
and innovative solutions to enhance national security. The study also finds that countries such as China and
the United Kingdom are major contributors to research in this area, highlighting the important role these
countries play in developing and implementing digital-based national security strategies. The conclusion
of this analysis emphasizes that digital transformation has broad and complex implications for national
security strategy. It requires interdisciplinary and international collaboration to develop a comprehensive
understanding and effective solutions. Future research must continue to explore the interaction between
digital technologies and security policies and their impact on global stability and security. To address the
challenges and leverage the opportunities presented by the digital era, researchers, policymakers, and
practitioners need to work together to develop adaptive and innovative strategies. We can ensure that
digital transformation brings maximal benefits to national security and global stability through a holistic
and coordinated approach. The research has limitations, as bibliometric methods offer a general overview
of literature trends but do not deeply analyze content. Predicting future trends on digital transformation
and national security strategy is challenging due to rapid technological evolution and growing security
threats. Despite these limitations, the research can inspire further studies on digital transformation and
national security, bridging the gap in an era of extensive digital technology adaptation.
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